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Trusting the individual users of web-communities with the generation of content, social 

taggings, peer reviews and for providing information is becoming more and more the rule in 

modern Internet practice. New web-services that put their power at the hand of individual 

users and rely mostly on them to fill a service with life are flourishing by providing no more 

than a simple framework that makes the uploading or posting of data as easy as possible. This 

is a development that has seen its rise and precedent in the Open Source movement, in which 

developer communities have access to the source code of projects and are enabled and 

encouraged to undertake the further development as a community. The web-site 

www.sourceforge.net alone, styling itself “the world’s largest Open Source software 

development web-site”1, hosted 151,119 Open Source projects on the 3
rd

 of August 2007. 

Trusting users of web-services to be truthful and mindful of copyright infringements and 

international law, such as for example the individuals making up the contributing 

communities for www.wikipedia.org and www.youtube.com, is unwise in certain instances. 

Multiple press releases have commented on the occurrences of infringement of copyright 

laws, the posting of slander or violence against individuals or the assumption of false 

academic titles as a boost to the credibility of an author. 

While service providers usually aren't blamed for the actions of their users in the cases that 

users post or upload offensive content, these posting individuals are disproportionately 

difficult to track and identify if they need to be held responsible for illegal/immoral content. 

This paper briefly shows the globally developing infrastructure for digital user identities 

based on qualified digital certificates that could be a solution to these problems. Integrated 

identification systems based on SmartCards holding personalized digital IDs however, even 

though they are being implemented in more and more countries, will most probably not be in 

use in the near future. Therefore a more immediately practical solution based on currently 

available technology and making use of nonqualified nonRepudiation certificates is 

implemented as a proof-of-concept development. The island implementation, hosted under 

www.trustedidentity.org, alleviates the risk inherent in the common centralized storing of 

unencrypted personalized user-data by utilizing client-stored unqualified nonRepudiation 



certificates as an alternative method of access-management for individual users of web-sites. 

Instead of relying on common database-stored username/password combination, a 

clientstored, PKI – based and individual digital nonRepudiation certificate is used to 

determine posting rights. So even though usernames will not be linked to the actual user's 

identity, as would be the case with qualified certificates, the combination of a anonymized yet 

unique, decentrally stored certificate ensures the identification of each individual contributing 

client machine as well as each posting. A further individualization for situations in which 

clients are used by more than one user could be achieved by either incorporating the need of 

accessing the certificate’s private key through a PIN-dialogue or by linking the usage of 

certificates to the username logged on to the operating system (OS) of the client machine. The 

benefits of the implemented method are in short: 

1.: decentralized storage of credentials which renders an unauthorized access to the central 

database useless for the gathering of access privileges; 

2.: the necessity of a username/password dialogue for each session is banished, thus rendering 

phishing attacks useless; 

3.: man-in-the-middle attacks are rendered useless because of the incorporation of a private 

key that identifies the client machine to the server. 
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